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I.( p occ 2025

NOAUTHKA MHADOPMALIMOHHOM B6E30MNACHOCTH

TexHon oaoxXumc AAS CBODOAHOIO AOCTYNA

1.1. Monntuka mHdopmaumoHHon 6e3onacHocTM AO «Kpocc Ckan TexHonoakuc» (panee —
MonnUTUKa) ABNAETCS KOHUENTYa/IbHbIM AOKYMEHTOM, GOPMYIMPYIOLMM M 0TOBpaXkKaoWmMm No3nLMIO
AO «Kpocc Ckalt TexHonoguc» (ganee — KomnaHua) B chepe obecneyeHns UHOOPMaLUOHHOM
6e3sonacHocTn KomnaHuu.

1.2. MonntnKa paspaboTaHa c yYETOM TEKYLLMX Leneni AeATeNbHOCTU M CTpaTernn pasButuA
KomnaHuu.

1.3. MonnTurKa aBaseTca obwenoCTyNHbIM AOKYMEHTOM, KOTOPbI MOKET NpeaocTaBnaTbca 6es
OrpaHUYEHUI BCEM 3aUHTEPECOBAHHbIM CTOPOHaM.

1.4. MoANTMKa NOCTPOEHA Ha BbIMOJIHEHUM CBOAA NYYLLNX NPAKTUK, OTPAXKEHHbIX B TpeboBaHMAX
HOPMATUBHbIX NPABOBbIX aKTOB, METOANYECKMUX AOKYMEHTOB U HALlMOHA/IbHbIX CTAaHAAPTOB Poccuiickom
depepaunu B chepe nHPopmauMoHHOM besonacHoOCTH.

1.5. NMonntMka ABNAeTCcA KOpnopaTMBHbIM  AOKYMeHTOM B cdepe MHOOPMALMOHHOMN
6e30nacHOCTN NEepBOro YpOoBHA, T.e. onpeaenseT BbICOKOYPOBHEBblE 33aZayM U Lenb obecneyeHus
nHbopmaunoHHoM 6esonacHocT KomnaHuu. [Jpyrme YyacTHble NOAUTUKM, NpoLeaypbl, MHCTPYKLUN U
T.N. pa3spabaTtbiBatoTCcA C y4ETOM TpeboBaHUMN [ONUTUKN.

1.6. PykoBoactBo KomMMaHWMM  OCO3HAET BAXKHOCTb W HEOOXOAMMOCTb  pPas3BuUTMA U
COBEpPLUEHCTBOBaHMA Mep M cpeacTB obecneyeHnss MHPOPMaLMOHHON GE30MacHOCTM B KOHTEKCTe
N3MEHEHMA HOPM PEryMpoBaHUA AeATENbHOCTM NO 3aWwuTe MHPOPMALMU, BKAKOYAA MEPCOHA/bHble
OAHHbIE, @ TAK¥Ke B KOHTEKCTE OXXUAaHWUI KoHTpareHToB KomnaHuu.

1.7. PykoBoactBO KOMMaHMKM /AMYHBIM  MPUMEPOM OEMOHCTPUPYET CBOE NMAEPCTBO MU
NPUBEPKEHHOCTb B OTHOLWIEHWUW CUCTEMbI ynpasaeHus uHdopmauuoHHOW 6e3onacHocTn (manee —
CYWB) n obszyetca:

- obecneumBaTh BblaeieHNE HEOHX0AMMBbIX PECYPCOB A5 BbINOHEHUA NONUTUKY;

- Ha3HaYaTb OTBETCTBEHHbIX UL, AN AOCTUKEHUA NOCTABNEHHbIX 334ay;

- C034aBaTb YC/0BUA A1 BOB/JEYEHUA M aKTMBHOIO y4acCTMs BCEX COTPYAHUKOB KomnaHuu B
npoueccbl obecneyeHna MHGOPMALMOHHOM Be30NacHOCTH.



K p occ 2025

NOAUTUKA MHADOPMALIMOHHOM BE30NACHOCTH

TexHon oaoxXumc AAS CBODOAHOIO AOCTYNA

2.1. TpeboBaHuA MONUTMKK PAaCNPOCTPAHAIOTCA HA BCE NPoLEecchbl, MHGOPMALMOHHbIE CUCTEMDI,
UT-nHdpacTpykTypy KomnaHmum n o6a3atenbHbl A5 BbINONHEHMA BCeEMU PaboTHMKamu KomnaHuu, a
TaKXe AnA BCex N, UMeLWMX A0CTYN K MHPOPMALMOHHBIM CUCTEMAM M aKTUBam KomnaHuu.

2.2. MoNNTUKa A0MKHA YYUTbIBAaTbCA MPU B3aMMOOTHOWEHUM KOMMaHUM C KOHTpareHTamu,
€C/In NX AeNCTBUA CBA3aHbI C UCNOJIb30BaHMEM, 06paboTKOM, Nepeaayveit uam AOCTYNOM K 3almLLaeMon
nHbopMaLUM AN MHGOPMALLMOHHBIM aKTMBAM KomnaHuu.

2.3. TpeboBaHMA [MOAUTUKN KOHKPETU3UPYIOTCA B OTAE/bHbIX BHYTPEHHUX HOPMATUBHbIX
AoKymeHTax KomnaHum B o6bnactu mMHPopmauMoHHON 6e30macHoOCTM ANA Kaxgoh M3 obnacTel,
Hanpumep:

— ynpaBneHue AOoCTyrnom;

— KaTeropupoBaHue n o6paboTka MHpopmaumu;

— ¢dusnyeckan 6e30NacHOCTb M 3alLUMTa OT BO3AENCTBUS OKPYKaAKOLLEN cpeabl;

— 061acTn, OpUEHTUPOBAHHbIE HA KOHEYHOTO NO/Ib30BATENS;

— pe3epBHOE KONMPOBAHME;

— nepegayva nHbopmaunu;

— 3aluTa OT BPeAoHOCHbIX Nporpamm (aHTUBMPYCHaA 3aLLmTa);

— ynpaBaeHne TEXHUYECKMMWN YA3BUMOCTAMMU;

— cpeAcTBa Kpuntorpaduyeckoi 3awmTbl MHGopmaumm (CK3U)

— 6€30MacHOCTb KOMMYHMKALNI (3aLWMTa BbIYUC/IUTESbHbIX CETEN);

— KOHPUAEHLMANbHOCTb U 3aLMTa NEPCOHANbHbIX AAHHbIX;

— B3aMMOOTHOLLEHUA C KOHTPAreHTamMm.
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NOAUTUKA MHADOPMALIMOHHOM BE30NACHOCTH

TexHon oaoxXumc AAS CBODOAHOIO AOCTYNA

3.1. Uenbto obecneyeHna uHbopmauLMOHHON 6He3onacHOCTM ABAAETCA NoAdeprkaHue
YCTOMUMBOrO PYHKUMOHMPOBaHMA KomnaHuu, 3awmTa MNpoLeccoB M MHOOPMALMOHHBIX AKTUBOB,
npuHagnexKawmx KomnaHum u eé KoHTpareHTam, B TOM Ynche:

— ycTonumBoe ¢GyHKUMOHMPOBAHWE M pas3sutve KomnaHum, obecrneyeHwe HenpepbiBHOCTM
npeaocTaBAeHUS YCAYT;

— nogaeprkaHme cratyca KomnaHMM Kak HaAEXHOro MOCTaBLLMKA BbICOKOTEXHOIOMMYHbIX
cuctem 6esonacHocTy;

— MOBbILWEHNE KOHKYPEHTOCNOCOOHOCTM BM3Heca KomnaHuu;

— NOBbILIEHME AE/10BOM penyTaumm U KOpnopaTUBHOM KynbTypbl KoMnaHuu;

— rapaHTMA 3aWMWEHHOCTM MNPOLECccCOoB U WHGOOPMALMOHHBIX AKTMBOB, MNPUHAAAENKALLUX
KomnaHuu n eé knmeHTam.

— cobnogeHne TpeboBaHUIM 3aKOHOAATENbCTBA M [OrOBOPHbIX 00A3aTeNbCTB B 4acTu
nHpopmaunoHHO be3onacHoCTY;

— npegoTBpaweHne n (MAM) CcHUXKeHue ywepba oOT peanmsaumm yrpos 6HesonacHoCTU
nHpopmaymu.

3.2. 3agaum, pewaemble gns 4OCTUNKEHUS Lenn B 061actm nHGopmaumMoHHOM 6e30nacHoCTU:

— pa3paboTka M BHeapeHWe npoueccoB obecrneyeHns MHPOPMALMOHHOM 6e3onacHOCTU C
y4yeTom TpeboBaHUN HOPMATUBHbLIX NMPABOBbLIX AKTOB, METOANYECKUX OOKYMEHTOB W HAUMOHa/bHbIX
cTaHgapToB Poccuiickoit depepaumm B chepe 3awWmnTbl MHPOPMALMK, a TaKKe pPeKoMeHAaUnM
MEXKAYHAPOAHbIX CTAaHAAPTOB U MPaKTUK;

— MOCTpOeHMe moaesiei yrpo3 6esonacHocTn MHbopmaLmu;

— ynpaBaeHue puckamu nHbopmaunMoHHo besonacHoCTy;

— MOCTOAAHHOE CoBepLUEeHCTBOBaHUE 1 pa3suTne CYUB ¢ y4ETOM HOBbIX YIPO3 1 TpebOoBaHWIA;

— WMHTEerpauma sKCnepTHbIX 3HAHWM B 0b6nact MHPOPMaLMOHHON 6e30MacHOCTM HA PaHHUX
3Tanax NPOeKTUPOBaHMA MHPOPMALMOHHbIX aKTUBOB U NpoueccoB KomnaHuu;

— NOCTPOEHMEe npouecca HEeMpPepPbIBHOTO MOHUTOPUHIA, XPaHEHUS U KOPPEensauuu cobbiTui
MHbopMaUMOoHHOM 6e30MacHOCTM 417 CBOEBPEMEHHOTO BbISIBEHUA MHUNAEHTOB, peanm3aumnsa KoTopbix
MOXET HaHeCTU NPAMOM UM KOCBEHHbIN yepb KomnaHuuy;

— NPUMEHEHWE Pas3IMYHbIX OPraHM3aUMOHHBIX U TEXHUYECKMX Mep 3almTbl MHPopMaLmu,
NCNosib30BaHMe NepesoBbIX TEXHOIOMMA NPOTUBOAENCTBUA Yyrpo3am 6e3onacHoCcTM MHbopmauuy;

— BOBNeYeHWe paboTHMKOB KomnaHuM B npoueccbl obecneyeHna WHGOPMALMOHHOM
6e30nacHOCTH, NOBbIWEHNE OTBETCTBEHHOCTM, OCBEAOM/IEHHOCTU, MPOBEAEHUE PEryNAPHbIX 06yYeHU
M nonyyeHune obpaTHOM CBA3Y;

— obecneyeHne HenpepbiBHOCTU aeATenbHocTM KomnaHMM Ha OCHOBe  KOMMAeKca
OpPraHU3aLMOHHO-METOANYECKMX N TEXHUUYECKUX MeponpuUATUIA, HanpaBAeHHbIX HAa MWHUMMU3ALMIO
nocneacTBuin yTpaTbl MHPOPMALIMOHHbIX aKTUBOB M NogaepaHue b6ecnepeboiMHOro okasaHus ycayr
KNMEHTaMm;

— perynsapHas oueHka cootBeTcTBua CYUB BHYTPEHHMM U BHeEWHUM TpeboBaHUAM uyepes
BHYTPEHHME ayanTbl, MOHUTOPUHT Npoueccos CYUB 1 aHanuns co cTopoHbl pykoBoacTea KomnaHuu;

— BHEAPEHWE KOPPEKTUPYIOWMX OEUCTBUA B C/y4ae BbIABAEHUS OTKJAOHEHWIM UK
HecooTBeTCcTBUIN B paboTe CYUB BHYTPEHHMM U BHELWHUM TpeboBaHUAM.
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NOAUTUKA MHADOPMALIMOHHOM BE30NACHOCTH

TexHon oaoxXumc AAS CBODOAHOIO AOCTYNA

4.1. B pamKkax AeAaTesbHOCTM, CBA3AHHOMW C MHPOPMAUMOHHON He3onacHOCTblo, KomnaHus
PYKOBOZACTBYETCA CeAyHOLLMMM OCHOBHbIMW MPUHLMMAMM:

— 3aKOHHOCTb. 3awmTa MHGOPMALMOHHbLIX aKTMBOB KoMMaHWW  AOMXKHA  MOHOCTbIO
COOTBETCTBOBATb TPEOOBAHMAM AEWCTBYIOLWMX HOPMATMBHBIX MPABOBbLIX aKTOB, METOAMYECKUX
OOKYMEHTOB M HALMOHaNbHbIX cTaHAapToB Poccuiickont ®epepaumm B chepe 3alumTbl UHGOPMaLUu.

— CuctemHoctb. Mepbl 3awmTbl MHPOPMALMU  [O/MKHbI MPUMHMMATb BO BHMMAHWE BCe
B3aMMOCBS3aHHblE, B3aMMOLENCTBYOWME U M3IMEHAOWMECA BO BPEMEHU 3/IEMEHTbI, YC/IOBUSA U
daKTopbl, CYWEeCTBEHHO 3HauyMmble A1A T[OHMMaHMA U peweHua npobsiembl obecnevyeHus
nHbopmMaunoHHOM 6e3onacHoCTM.

— KomnnekcHocTb. IddeKTMBHOE coYeTaHWe OPraHM3auMOHHbIX U TEXHUYECKUX Mep 3alLUTbl
MHOOPMaLMKN AN CHUMKEHUSA BEPOATHOCTU peanunsauuu Hanbosee 3HauyMMbIX Yyrpo3 6esonacHocTU
nHbopmauuu.

— HenpepblBHOCTb coBeplleHCTBOBaHMA. Mepbl M cpeacTBa 3aWwuTbl MHOOPMALMM AOAXKHbI
MOCTOAHHO COBEPLUEHCTBOBATLCA MO pe3ynbTaTamM aHanusa ¢yHKuMoHuposaHua CYUB ¢ yuétom
noaABAEHMA HOBbIX cCNOcob60B M CpeacTB peannsaumm yrpos 6esonacHoCTU MHGOPMaLMM, a TaKKe onbiTa
Apyrvux opraHnsaumi B chepe MHPopMaLMOHHOM 6e30nacHOCTHU.

— PasymHana [0CTaTOYHOCTb W afeKBaTHOCTb. [1porpamMmHO-TEXHUYECKME CpeacTBa U
OpraHM3aLMOHHblE Mepbl 3aWMTbl MHGOPMALUKN AO0MKHbI ObITb 060CHOBAHbLI C TOYKN 3PEHUA OLEHKM
puckos, obecrneunBas ONTUMAbHbLIA GanaHc mexay 3GPEKTUBHOCTBIO 3aLWMTbl U MUHUMMU3ALMEN
BO34eNcTBMA Ha paboTy KomnaHuu.

— MNepcoHanbHaa oOTBETCTBEHHOCTb. OTBETCTBEHHOCTb 33 MHOOPMALMOHHYIO 6e30MacHOCTb
pacnpegenserca Mexay Bcemu paboTHMKamum KomnaHum B npegenax Mx NOJHOMOYMIA, BK/KOYan
COOTBETCTBYIOLLEE BOB/IEYEHUNE B NMPOLLECChI NOBbLILEHWA OCBEAO0OMIEHHOCTUN U 06yUYeHUA.

— KoHTponb. OueHka apdektnBHoctM CYUB gomkHa OblTb HEOTbEMAEMOW YacTblo NpoLecca
obecneyeHns MHbopMmaLMOHHOM BesonacHocTU. 1A CBOEBPEMEHHOIO BbIABNEHUA HAPYLEHU U nx
npegoTBpaleHMa B KomnaHuM AonXHbl 6bITb onpegeneHbl Npoueaypbl PEryaspHoOro KOHTPOASA U
aHanm3a 3pPeKTUBHOCTM Mep 3amTbl UHGOPMALUU.

4.2. KomnaHus 6epéT Ha cebs OTBETCTBEHHOCTb 3@ COOTBETCTBME MNOAOMEHWN [1OAUTUKM
TpeboBaHMAM 3aMHTEPECOBAHHbIX CTOPOH, AOBEeAEHNE U Pa3bACHEHWE UX PaboTHMKam Komnauuu m
3aUHTEPECOBaHHbIM CTOPOHAM, Ha3HauyeHMe OTBETCTBEHHbDIX 33 pelleHne COOTBETCTBYHOWMX 33434 408
OOCTUMKEHMA 3TUX Lefieit Ha BCEX YPOBHAX, a TaKXKe 3a UX peann3aumio, Nepuoanyecknini aHanms u
nepecmoTp.
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TexHon oaoxXumc AAS CBODOAHOIO AOCTYNA

5.1. NonnTtuKa yTeepxaaetca npmkasom KomnaHumu.

5.2. MoAnTuka noanexut nepecmoTpy Aas obecrneyeHWs yBEPEeHHOCTM B COXPaHEHUU eé
NPUEMNEMOCTH, AJEKBATHOCTU N PE3YAbTaTUBHOCTU B CAEAYIOWNX CAYYAAX:

— ucteyeHue 3 (TpExX) NET C MOMEHTa YyTBEPKAEHUS;

— u3meHeHua ueneir u 3agady KomnaHmm B o0b6nactm obecneyeHnMa WMHOOPMALIMOHHOM
besonacHocCTY;

— CYLLLECTBEHHbIE U3MEHEHW B MPOLLECCAX M AeATeNbHOCTM KomnaHuu;

— BbIIBNEHWE HOBbIX Yrpo3 6e3onacHOCTM MHPOPMaLMU, TEXHONOIMNIU WUAN YA3BUMOCTEN,
Tpebytowunx o6HOBAEHMA NOAXOA0B;

— pe3y/bTaTbl  BHYTPEHHEro  ayauta WAM  MOHMTOpUHra  adpdektnsHoctn  CYUB,
noaTeep:Kaatolime HeobXxoaAMMOCTb KOPPEKTUPOBKU.



